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KomuiioB Mexpuaaud MaiuKoBUY
Kypcanm 2 kypca soeHHozo ¢pakysrbmema B.I.ILH.

Tema / Title

e Posib rocyapCTBEHHbIX OpPraHOB B MPOTUBOJEUCTBUU KHUOepyrposaM H
rUOpUIHBIM aTaKaM

e The Role of Government Agencies in Combating Cyber Threats and Hybrid
Attacks

KintoueBnle cioBa / Keywords:

e KHOepbOe30macHOCTb, THUOpHUJAHbIE aTaK{h, TOCYJAapCTBEHHble OpTaHBbI,
Kubepyrpossl, MHOpMaOHHAas 6e30MacHOCTb, MeKBe/JOMCTBEHHOE
B3aUMO/IEMCTBUE

e cyber-security, hybrid attacks, government agencies, cyber threats,
information security, inter-agency cooperation

AnHoTtanusa / Abstract: B ycinoBusix Bospactawuledl  1udpoBU3aNUU
rocyJlapCTBEHHbIX CEPBUCOB W HHQPPACTPYKTYphbl TrocyAapcTBa, 3PpPeKTUBHOCTh
3alMThl OT KHOEpyrpo3 W THUOPUAHBIX aTaK CTAHOBUTCSA KPUTHUYECKOW JJis
HallMOHaJbHOW  6Ge3omacHocTu. Hacrtosmasa  paboTa  aHaIUM3UpyeT  POJib
rocy/lapCTBEHHbIX OPTaHOB B MPOTHUBOAEUCTBUM TAaKUM Yrpo3aM, BKIOYasA PYyHKIUU
MOHUTOPUHIA, paAHHEro OOHApPYXXeHMUs, peardpoBaHUs U BOCCTAHOBJIEHUSI.
PaccmaTpuBalwTcs passinuyHble TUIbl aTak (BkJawodas APT, ¢uiiuHr, BHeJjpeHUE B
I[eNOYKH NMOCTABOK, MAaHUNYJSIUK UHPOpMalMel) U 0COOEHHOCTHU TUOPUHBIX YT'PO3,
COUYeTaIIUX TEXHUYECKHe, UHPOpMallMOHHbIe U du3ndecKkrue KoMnoHeHThl. Ocoboe
BHUMaHUe yJieJIeHO MepaM OpraHM3al[MOHHOIr0, IMPAaBOBOTO U TEXHHUYECKOTO
XapakTepa:  BbIpaboTKe  HaIMOHAJbHBIX  CTpaTeruii  KubepOGE30MacHOCTH,
MeXXBeJJOMCTBEHHOMY M MyOJIMYHO-4YaCTHOMY NApTHEPCTBY, 0OMEHY pa3Be/laHHbIMUY,
006y4YeHUI0 KaJ[pOB U IMPPOBOM rpaMOTHOCTH 06111ecTBa. Ha 0cHOBe MeXx/1yHapOoAHbIX
MCCJIe[JOBAHUM M NMpPaKTUYECKUX KEeWCOB JAITCA PeKOMEeHJAalMKd MO0 YKpeIJEeHUIo
pPOJIK TOCYIapCTBEHHbBIX OPraHOB: yJy4llleHHe KOOPAWHAIIUH, aflallTallusl K PAa3BUTHIO
TexHoJoruKd (Hanpumep, MU-yrposam), ycuieHue HOpPMaTUBHO-PAaBOBOW 06a3bl U
onepaTHBHOE peardpoBaHMe Ha MHUUJEHThL. PaboTa yKa3bIBaeT, UYTO KJ/OU K yCIexXy
— CHUCTEeMHbIA MOAXO0Jl, 0O0beJUHSIOUMN NOJUTUKY, TEXHOJIOTUA U 4YeJIOBeUYEeCKHUH
dakTop.

In the context of the increasing digitalization of government services and national
infrastructure, the effectiveness of protection against cyber threats and hybrid attacks
has become critical to national security. This study analyzes the role of government
agencies in countering such threats, including their functions of monitoring, early
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detection, response, and recovery. Various types of attacks are examined — including
APTs, phishing, supply chain compromises, and information manipulation — as well as
the distinctive features of hybrid threats that combine technical, informational, and
physical components.

Special attention is given to organizational, legal, and technical measures: the
development of national cybersecurity strategies, interagency and public-private
partnerships, intelligence sharing, personnel training, and the enhancement of digital
literacy across society. Based on international research and practical case studies,
recommendations are provided to strengthen the role of government agencies:
improving coordination, adapting to technological developments (e.g., Al-driven
threats), reinforcing the regulatory framework, and ensuring rapid incident response.
The study emphasizes that the key to success lies in a systemic approach that
integrates policy, technology, and the human factor.

OcHOBHBIE pa3/iesibl U coZiep:KaHre

BBegeHnue

CoBpeMeHHas rocy/lapCTBEHHas [1eATEJbHOCTb BCE O0Jiee 3aBUCUT OT LIUPPOBBIX
CUCTEM U UHPPACTPYKTYpPbl: MHPOPMALIMOHHbIE CUCTEMBI OPTraHOB BJIACTH, CEPBUCHI
JUISl TPaXK/AaH, KpUTH4YecKass MHQPACTPYKTypa. ITO BEJET K POCTY YSI3BUMOCTH Mepe/]
Kubepyrpo3aMd U THOPUAHBIMU aTaKaMH, KOTOPble YACTO HCXOASAT HE TOJIbKO OT
OZIJMHOYHbBIX XaKEPOB, HO U OT OPraHU30BAHHBIX I'PYIII, TOCYAAPCTB-NPUCTYITHUKOB U
CMelllaHHbIX AaKTOPOB (rocyJapcTBO + TMpecTynHocTb). Hampumep, mnoHATHe
«ruOpugHON BOWHBI» B LUPPOBOM cdepe paccMaTpuUBaeTCs KaK COYeTaHUeE
KubepaTak, Ae3nHdopManuu U caboTtaxa. (crimsonpublishers)

['ocyapcTBeHHbIE OpraHbl AOJHKHBI UTPATh IEHTPAJbHYIO POJib B 3alUTE: KaK
OpraHM3aTOPbl HAIlMOHAJbLHOU CTPAaTeruu, Kak KOOPAHWHATOPbI MEX/y BeJJOMCTBAMU
M 4YacTHbIM CceKTopoM, Kak wucnosHuteau (yepe3 CERT-cayx6bl, 1eHTpHI
pearupoBaHusi) U KaK MpaBONpUMeHHUTe . Pa6oThl MOKAa3bIBAKOT, YTO 6€3 aKTUBHOTO
BKJIIDUEHUS] TOCYyZapCTBa 3allyMTa OKa3biBaeTcsl ¢pparmMeHTHpoBaHHOU. (McKinsey &
Company)

Tunb! yrpo3 ¥ ru6pUAHBIN XapaKTep

HccienoBaHusi BbIJEJNSIOT CAeAyOLMe TUIbl KHOepaTak, C KOTOPbIMH
CTAJIKUBAIOTCS TocyJapCcTBeHHble opraHbl: BpegoHocHoe [10, DDoS-aTtaku, QUIIKHT,
BHeJ[peHHe B 1leNo4YKMu noctaBok (supply chain attacks), APT (Advanced Persistent
Threats) u gp. (proceedings.open.tudelft.nl)

['MbpuHble yrpo3bl BBIXOAAT 3a pPaMKM 4YUCTO LUQPPOBBIX aTaK, CouyeTas,
HanpuMmep, KubepaTaku ¢ JAe3uHbopMmaldeld, MaHUIyJsdLUed O006LeCTBEHHbIM
MHeHUeM W GuU3UYeCKUM caboTaxkeM HHPpacTpykTypbl. Hampumep, aHaau3
yKa3blBaeT, UYTO THUOpUJHbIE aTaKu Ha KPUTUYECKYHD HHQPPACTPYKTypy MOTYT
OPUBECTU K CEPbE3HBIM COLIMAJIbHBIM, 3KOHOMMUYECKMM U 3KOJIOTUYECKUM
nocseactBusM. (MDPI)
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B pa6ote Tsaruk & Korniiets o6cyx/aeTcs napajurmMma «ruopuHOW NPUPOAbI
COBpPEMEHHBIX yrpo3» MU €€ MOoCJAe[CTBUA A UHPOPMALMOHHOM 0e30MacHOCTH.
(scrd.eu)

PoJsib rocyjapcTBEHHBIX OpraHOB: QYHKIUU U MEXaHU3MBI

1. CTpaTernyeckoe MJiaHMpOBaHUEe U HOPMaTUBHas 6a3a.

['ocymapcTBO JLOJI>KHO dbopmupoBaTh HalOHaJIbHbIEe CcTpaTeruu
Kubep6e30NacHOCTH, ONpeAessiTb NPUOPUTETHI, POJU  BEJOMCTB, MOJENU
dbUHaHCUpPOBaHUSA U 3aKOHOAaTeJIbHYI0 OCHOBY. (Amazonia Investiga)

2. MOHUTOPUHT, pa3BeJKka U 06MeH UHPOpMaIMEN.

OpraHbl JOJ/DKHBI OCYLIECTBJATb KpYIrJIOCYTOYHBIM MOHUTOPHUHI  yrpos3,
cobupaTh U aHAJU3UPOBATh JaHHble 00 UHLUJEHTAX U YA3BUMOCTAX, POPMUPOBATH
pa3Be/bIBaTeJIbHbIE MPOAYKTHI [Jid 3TUX Lesel. (McKinsey & Company)

3. KoopauHanus u MexBeJOMCTBEHHOE B3aUMO/|eICTBHE.

[Ipy cepb€3HbBIX HMHLUJEHTAX BbI3bIBAETCA Yy4yacTHe pas3HbIX BeJIOMCTB
(uHTeJIJIeKTYyaIbHbIE CJIYy>KOBI, OpraHbl NpaBONOPSAJIKA, onepaTophbl
nHdpactpykTypsl). Hanpumep, B CIIA gupexktuBa Presidential Policy Directive 41
(PPD-41) peryaupyeT KoopAuHaUU ¢efepaJbHOr0 NpPaBUTEJbCTBA IpHU
3HAUUTEJIbHbIX KUOepUHLUJAeHTaX. (Bukuneaus)

4. [ly6IM4YHO-4aCTHOE NApPTHEPCTBO U MEX/AYHAapOJHOE COTPY/AHHUYECTBO.

['ocypapcTBeHHble OpraHbl aKTHBHO COTPYAHUYAKOT C YACTHBIM CEKTOPOM H
JIPyTUMHM CTpaHaMU JAJs1 oOMeHa pa3BeJJaHHbIMHM, COBMECTHOIO pearupoBaHUs U
pa3pabotku ctaHAapToB. (McKinsey & Company)

5. O6y4yeHue, NOBbILIEHHE 0CBEJOMIEHHOCTU U pa3BUTHUE KaJIpOB.

[ludppoBass rpaMOTHOCTb, peryJjspHble y4eHUsS U TPEHUHTH MO3BOJISAIOT
MOBBICUTb YCTOMUYUBOCTD K KMbOepaTakaM. (Amazonia Investiga)

6. PearnpoBaHue U BOCCTaHOBJIEHHE.

OpraHbl BJIaCTU [OJDKHbl HUMeTb IlJIaHbl peardpoBaHUs Ha HWHLU/JEHTHI,
CTaHJApTbl OLEHKH TSKeCTH HHLMUJEHTa, a TaKXe MeXaHU3Mbl BOCCTAHOBJIEHUS
nocse ataku. (McKinsey & Company)

[Ipo6JieMbl M OTpaHUYEHUS

e IOpUCOUKLMOHHbIE U MEX/JAyHapoJHble OrpaHUYEHHUS: KUOEpyrpo3bl 4acTo
TPaHCTPAaHUYHbI, BEJOMCTBEHHble paMKHU MOTyT He OXBaTblBaTb BeCb CIEKTP.
(Scriptonet Analytics)

e YcTapeBllre TeXHOJIOTMM M MHQPPACTPYKTypa B rocopraHax: YBeJUYMBAIOT
ys13BUMOCTb. (IJSRP)

e HepocraTo4yHasi KOOpAWHALKMS U 00MeH HHPOpMaLiMell Mexy BeJOMCTBAaMU U
c yacTHbIM cekTopoM. (Ijcat)

e BricTpoe pa3BuTHe TexHoJsiorud (Hanpumep, UU-yrpos), koTopoe TpebyeT
noctossHHou aganTanuu. (GSSSR Journal)
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e ['MOpUJAHBIM XapaKTep aTaK YCJA0XKHAET TpaJULMOHHbIE MOJXOJBbI:
KOMOWHAUUA WHGPOPMALMOHHO-NICUXOJIOTUYECKUX, KUOep M (PU3UKO-TEXHUYECKUX
MeToZ0B. (crimsonpublishers)

PekomeHanuu

e QopmupoBaHHE eJUHOU TOYKHU OTYETA 00 MHLMIEHTAX U LIeHTPaJIN30BaHHOT O
peno3utopus HHLKAEHTOB. (McKinsey & Company)

e PaspaboTka U BHeJ[peHMe CTaH/JapTa OLeHKU TSKEeCTHW MHLUJEHTA U IJaHa
Mobusunsauuu. (McKinsey & Company)

e YcuseHUe 00LIeCTBEHHO-YaCTHBIX NAPTHEPCTB JJi1 06MeHa pa3BeJaHHbIMH,
COBMECTHBIX YYEHUN U pa3pabOTKH TEXHOJIOTHUM.

e [locTossHHOe O0OHOBJIEHME WHQPPACTPYKTYpbl M NOBbILIEHUE LUPPOBOU
IrPaMOTHOCTH CpeJiu TOCCAYXKAIUX U TPaXKJaH.

e AKUEeHT Ha rubpujax: BBeJjeHHe CTpaTervy, OXBaTbIBAKOIIUX HE TOJIbKO
TeXHU4YeCKHe, HO U UHPOpPMALMOHHbIE, NMCUXOJIOTUYeCKHUe U (PU3UYEeCKHe aCMeKThI
aTak.

3akJ/roueHue

['ocylapcTBeHHbIE OpraHbl UTPAIOT KJIOYEBYIO POJIb B 3aLUTE OT KUOEPYrpo3 U
rubpuiHbIX aTak. OfHAKO AJis 3TOro TpebyeTcs He MPOCTO Ha/Muue BeJOMCTBa, a
CUCTEMHOE, WHTErpUpOBaHHOe U aJlalTUBHOE VyIpaBJieHUWe: OT CTpPaTeruvd o
omnepanui, OT MOHUTOPUHIAa A0 BOCCTAHOBJIEHHS, U OT HAl[MOHAJbHBIX PaMOK /10
MEeXYHAapOJHOTO COTPYAHUYECTBA. YCIeX 3aBUCUT OT CIOCOOHOCTH pearupoBaTh Ha
OBICTPO MEHSIOILIYIOCS CpeAy Vyrpo3, OObeAUHSATb TEXHOJOTHWHU, MOJUTHUKY U
yesioBeyeckui pakTop. O6ecrneyeHre Knb6ep6e30NacHOCTH — 3TO He NPOMEXKYTOUHas
33/la4a, a HeNpepbIBHbIM MpollecC B HHTepecax HallMOHAJbHOW 06€e30MacHOCTH,
3KOHOMUKH U 00111eCTBa.

CIIMCOK OCHOBHbBIX UCTOYHHUKOB:

1. Arbhi ... Dimaz Cahya Ardhi, Dwi Puspita Sari, Benjamin Yankson,
“Cyberattacks in government organizations: A systematic literature review of attack
types and mitigation strategies.” Conference on Digital Government Research, 2025.
(proceedings.open.tudelft.nl)

2. Tsaruk O., Korniiets M., “Hybrid nature of modern threats for cybersecurity
and information security.” SCRD, 2023. (scrd.eu)

3. Beretas C., “Cyber Hybrid Warfare: Asymmetric Threat.” Research &
Development in Material Science, 2020. (crimsonpublishers)

4. McKinsey & Company, “Follow the leaders: How governments can combat
intensifying cybersecurity risks.” 2022. (McKinsey & Company)

5. “The role of government and law enforcement agencies in combating
cybercrime.” Scriptonet. (Scriptonet Analytics)

50



JOURNAL OF INNOVATIONS IN SCIENTIFIC AND EDUCATIONAL RESEARCH
VOLUME-8 ISSUE-10 (30- October)

6. Shostack A., Dykstra ]., “Handling Pandemic-Scale Cyber Threats: Lessons from
COVID-19.” 2024. (arXiv)

7. Schmitt M., Koutroumpis P., “Cyber Shadows: Neutralizing Security Threats
with Al and Targeted Policy Measures.” 2025. (arXiv)

8. Information (MDPI), “Geopolitical Ramifications of Cybersecurity Threats:
State Responses and International Cooperations in the Digital Warfare Era.” 2024.
(MDPI)

9. MDPI, “Data Governance to Counter Hybrid Threats against Critical
Infrastructures.” 2023. (MDPI)

10. International Journal of Advance Research, Ideas and Innovations in
Technology, “Cyber security and government: safeguarding the public sectors in the
digital era.” Smith 0.Y., 2024. (IJARIIT)

11. International Journal of Computer Applications Technology and Research,
“Roles and responsibilities in cybersecurity incident response.” 2025. (Ijcat)

51



